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What is CONNECT Password Manager?

Password Manager is an application that allows you to securely reset your CONNECT password in the
event that you have forgotten it. It also allows you to unlock your CONNECT account should you
experience a lock out.

Why is it being implemented?

It is being implemented to enable you to unlock your account and/or change a forgotten CONNECT
password without needing to contact the Service Desk. This not only saves you time during normal
Service Desk opening times but means that you are able to do these things outside of these hours
e.g. weekends, evenings and early mornings etc.

How do I access it?
Password Manager is only accessible from desktop workstations or laptops that are physically
connected to the Oxford University Network.

There are a number of methods of accessing the Password Manager, however this guide is designed
for web access only, which is through the following URL: https://password.connect.ox.ac.uk/

How does CONNECT Password Manager work?

It works on the fairly common approach of question and answer, where the questions and answers
have been set up by you via a registration process. During the registration process you will be asked
to choose five questions to answer from a list of 25 pre-set questions. There are three rules to follow
about the answers you give:

1. Answers must be a minimum of three characters
2. Each of your five answers must be different from each other
3. Answers must not contain part of the question

That guidance is repeated on the relevant screen.

The answers to the questions are stored in an encrypted format within the program. They are not
available to view by members of the IT Services support staff. As with any similar system, the
answers have to be memorable but not necessarily truthful!

When you need to use the Password Manager to change your password or unlock your account, it
will ask you for the correct answers to three of your questions before it will allow you to change your
password or unlock your account.

During registration you will also be asked to supply a memorable word. In the event that you are
unable to use Password Manager to reset your password or unlock your account and have to contact
the Service Desk, this is one way in which they can verify your identity.
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How do I register for CONNECT Password Manager

Please enter the following address into your web browser: https://password.connect.ox.ac.uk/

The following screen will appear.

Enter your CONNECT username.
Tip Your CONNECT username is the same as your SSO.
Enter into the Characters box the security code that you see on your screen.

Tip — you will need to click in the Characters box before you start typing.

Click OK
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Registration process
The screen below will appear.

Check that it is your actual name displayed in the\dialogue box.

If it is not then follow the on-screen instruction click here. This will allow you to re-enter your
CONNECT username.

Click the option My Questions and Answer Profile.

A security screen will appear similar to the one below.

Enter your CONNECT password
Click Next

A screen will appear similar to the one below.
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You are now ready to set up your security questions.
You may wish to tick the box to hide your answers. The screen will just display a row of * in the
answers field as you type. In order to ensure you have actually typed what you think you have, you

will be asked to enter the answer twice.

If you do not hide your answers then they will appear on screen as you type them and you will only
have to enter them the once.

You can toggle between the choices as you complete the screen.

Click the down arrow box in the first Select a question box.

Select a question from the drop down list and the list will disappear and display the question in the
box.

Click into the Answer box and type in your answer following the rules of:

1. Answers must be a minimum of three characters



Page 6 of 12 CONNECT Password Manager aide memoire for a desktop workstation or
laptop connected to the Oxford University Network v2.4

2. Each of your five answers must be different from each other
3. Answers must not contain part of the question

When you are happy with your answer move to the next question box and choose your next
question from the list.

The last activity is to choose a memorable word. In the event that you are unable to use Password
Manager to reset your CONNECT password or unlock your CONNECT account and have to contact
the Service Desk, checking this memorable word is one way in which they can verify your identity.

Your memorable CONNECT word can be anything that you will be able to remember. The screen
does make some suggestions but Password Manager does not store what the prompt is, it only
stores the word itself. Thus the Service Desk operator will not be able to jog your memory by

suggesting what the nature of the word might be.

Click Next once you have completed the registration process and the following screen will appear

Click the Go to home page link
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Using CONNECT Password Manager to reset your password
Click Manage My Passwords

A new screen will appear below. Enter your CONNECT password

Click Next
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A screen will appear similar to the one below.

Enter your new password.

To see what the rules are read the password policy.
When you have changed your password click Next.

A screen will appear similar to the one below.
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Click the Go to home page link to return to the Password Manager home page.

To close the Password Manager simply close your web browser.

As a security precaution, Password Manager will send you an email confirming that your password
has been changed. It will not contain any password details.

Using CONNECT Password Manager to unlock your account
Click Forgot My Password

Forgot My Password
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A screen similar to the following will appear.

Enter your CONNECT username and the characters displayed below and press OK.

A screen similar to the following will appear.

Choose Unlock My Account.
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The following screen will appear.

You may wish to tick the box to hide your answers. The screen will display a row of * in the
answers field as you type. In order to ensure you have actually typed what you think you have, you
will be asked to enter the answer twice.

If you do not hide your answers then they will appear on screen as you type them, and you will only
have to enter them the once.

When you have given the answers press Next.

A screen similar to the following will appear.

Click the Go to home page link to return to the Password Manager home page.
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To close the application and return to the login screen click the x icon at the top right of the screen.

As a security precaution, Password Manager will send you an email confirming that your account has
been unlocked.



